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Abstract 
Because more and more people are taking online courses, we need to understand the security issues of e-learning. The security 
aspect is even more important for the companies which use e-learning systems to deliver training courses to their employees. E-
learning is a new method of learning which depends on the Internet in its execution, and is well known that Internet has become 
the venue for a new set of illegal activities, so e-learning environment is exposed to such threats. Information security can be 
obtained using methods such as cryptography, network protocols and others. In this paper we will discuss the typical threats of e-
learning systems and we will see how we can address these issues. We will also discuss the security and privacy vulnerabilities of 
the most popular open-source e-learning systems, Moodle. 
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1. Introduction 
E-learning is the unifying term to describe the fields of online learning, web-based training, and technology-
delivered instruction. Usually the e-learning term is understood as online courses, online education (web based 
learning), and the computer based learning term can be considered as a component of e-learning which does not 
require a continuous interaction with an instructor and other students. 
Below are some characteristics of the e-learning systems: 
  the learning process is done in a virtual classroom; 
  the educational material is available on the Internet and includes text, images, link to other online 
    resources, images, audio and video presentations; 
  the virtual classroom is coordinated by an instructor who plans the activity of  the work group 
   participants, discusses aspects of the course using a discussion forum or chat, provides auxiliary 
   resources, etc; 
  the learning becomes a social process; a learning community is created through the interaction and 
   collaboration between the instructor and the workgroup participants; 
  the majority of e-learning systems allow the activity monitoring of the participants, and some of them also 
   simulations, the work on subgroups, audio and video interaction, etc (Craciunas & Elsek, 2009). 
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     The concept of e-learning provides several advantages to educational organizations which use this 
technology, including short and effective training, flexibility and modularization. The disadvantages of e-learning 
education are: high drop-out rate of students, working in small groups, high costs for design and maintenance. 
(Iacob, 2011). 
Most e-learning innovations have focused on course development and delivery, with little or no consideration to 
privacy and security as required elements. However, it is clear from the above trends that there will be a growing 
need for high levels of confidentiality and privacy in e-learning applications, and that security technologies must be 
put in place to meet these needs. 
Meeting the security requirements in an e-learning system is an extremely complex problem because it is 
necessary to protect the content, services and the personal data not only for the external users, but also for the 
internal users, including system administrators. 
2. E-learning security vulnerabilities 
In this section we will try to highlight some specific security issues of e-learning platforms. An e-learning 
platform should be tested for external intrusion issues when it is implemented using methods like: 
 XSS (or Cross Site Scripting); 
 Cross Site Request Forgery (CSRF); 
 direct SQL code injection in the web page; 
 remote injection using a virus/trojan file; 
 stack-smashing attacks; 
 SQL injection in the site address (URL SQL injection); 
 perform different searches using search engines to retrieve personalized web-site information 
like password, username; 
 password cracking using decryption systems; 
 the web indexing of the site should not disclose security features like scripts or database address 
connection; 
 guessing the web site session id (session prediction) (Defta, 2011). 
Cross Site Scripting (or XSS) is one of the most common application-layer web attacks. XSS commonly targets 
scripts embedded in a page which are executed on the client-
server-side. XSS in itself is a threat which is brought about by the internet security weaknesses of client-side 
scripting languages, with HTML and JavaScript as the prime culprits for this exploit. The concept of XSS is to 
manipulate client-side scripts of a web application to execute in the manner desired by the malicious user. Such a 
manipulation can embed a script in a page which can be executed every time the page is loaded, or whenever an 
associated event is performed. 
An XSS attack can be used to achieve the following malicious results: 
  accessing sensitive information; 
  identity theft; 
  altering browser functionality; 
  web application defacement; 
  denial of service attacks. 
To prevent such an attack, an e-learning platform designer can perform the following actions: 
  guarantee that the pages in the Web site return user inputs only after validating them for any malicious 
    code; 
  do not completely trust Web sites that use HTTPS (Secure Sockets Layer) when it comes to XSS; 
    HTTPS ensures secure connections, but processing of the data entered by the user is internal to the 
    application. If  the application has XSS holes, the attacker may send a malicious script that can still be 
    executed by the application and lead to XSS intrusions; 
  convert all non-alphanumeric characters to HTML character entities before displaying the user input in 
    search engines and forums; 
  use testing tools extensively during the design phase to eliminate such XSS holes in the e-learning 
    application before it goes into use. 
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Cross-Site Request Forgery (CSRF) is an attack that tricks the victim into loading a page that contains a 
malicious request. It is malicious in the sense that it inherits the identity and privileges of the victim to perform an 
undesired function on the victim's behalf, like change the victim's e-mail address, home address, or password, or 
purchase something. CSRF attacks generally target functions that cause a state change on the server but can also be 
used to access sensitive data. For most sites, browsers will automatically include with such requests any credentials 
associated with the site, such as the user's session cookie, basic auth credentials, IP address, Windows domain 
credentials, etc. Therefore, if the user is currently authenticated to the site, the site will have no way to distinguish 
this from a legitimate user request.  
In this way, the attacker can make the victim perform actions that they didn't intend to, such as logout, purchase 
item, change account information, retrieve account information, or any other function provided by the vulnerable 
website.  
SQL injection is a relatively simple type of attack, and can be avoided with strict adherence to some basic coding 
practices. Using this method, a hacker can pass string input to an application with the hope of gaining unauthorized 
access to a database. Hackers enter SQL queries or characters into the web application to execute an unexpected 
action that can then act in a malicious way. Such queries can result in access to unauthorized data, bypassing of 
authentication or the shutdown of a database even if the database resides on the web server or on a separate server. 
The most common methods to prevent this kind of SQL injection vulnerability are: 
  check the user's input for dangerous characters like single-quotes; 
  using prepared statements, which tell the database exactly what to expect before any user-provided data 
   is passed to it; 
  encrypt sensitive data; 
  ensure that error messages give nothing away about the internal architecture of the application or the 
   database. 
The SQL injection can be applied also for URLs, which can be modified by an attacker in order to access important 
information. To prevent this it is advisable to avoid sending important parameters in the URL. 
     Stack-smashing attacks target a specific programming fault: careless use of data buffers allocated on the 
program's run-time stack, namely local variables and function arguments. Stack-smashing attacks are a serious 
problem, since an otherwise innocuous service (such as a web server or FTP server) can be made to execute 
arbitrary commands. The idea is pretty straightforward: insert some attack codes (for example, code that invokes a 
shell) somewhere and overwrite the stack in such a way that control gets passed to the attack code. 
To avoid this issue, the programmer must: 
 use a language or compiler that performs automatic bounds checking; 
 use an abstraction library to abstract away risky APIs; 
 use technologies that attempt to protect programs against these attacks (LibSafe, IBM Propolice, etc.) 
     Session hijacking is the exploitation of a valid computer session, sometimes also called a session key to gain 
unauthorized access to information or services in a computer system. This basically means stealing the magic logon 
hash from the session cookie. (M , 2011). This is achieved by handing a unique and difficult-to-guess identity 
value (session id) to the browser (either in a cookie or the URL) which the browser submits with every new request 
(Przemek, 2007). The session is alive as long as the browser keeps sending the id with every new request. Session 
Prediction means guessing a valid session id using various tools and methods (like brute force technique). The attack 
is possible when session id is weakly encrypted, too short or assigned sequentially. Sessions that do not expire on 
the HTTP server can allow an attacker unlimited time to guess or brute-force a valid authenticated session id and 
eventually gain access to that user's web accounts. Additionally, session id can be potentially logged and cached in 
proxy servers.  When transmitted via a URL parameter, GET requests can potentially be stored in browser history, 
cache and bookmarks. It can be also easily viewable then. 
To prevent issues regarding the session security, the following best practices should be followed: 
  session id should be adequately long and unpredictable; 
  check if the session id is valid; 
  check if the session id has been generated by the application (was not manually introduced by the user); 
  regenerate session id after a period of time or when the user privilege level has changed; 
  use only cookies to propagate session id; 
   
  expire session on security error; 
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  expire session after a period of inactivity; 
  remove session cookie when a session is destroyed. 
3. Moodle security issues 
     There are many open source e-learning systems that can be installed easily and have a wide community of users 
and developers. One of them is Moodle (see fig. 1) which is also the mostly common used. We will examine below 
some security vulnerabilities of this platform. 
Moodle (Modular Object-Oriented Dynamic Learning Environment)  is a software package which produces internet-
based courses offering a good support for security and administration (Dobre, 2010). The source code is written in 
PHP language and the supported databases are MySQL and PostgreeSQL. It is a free web application that educators 
can use to create efficient online learning sites. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
        Figure 1.  Moodle demo page 
 
Moodle has a powerful course management feature that covers creating lessons, assignments, quizes, documents & 
more. There are various modules that help students & teachers to interact with each other like chat, forum, survey or 
workshop. 
The first design flaw of Moodle is related to the brute force attack. A brute force attack consists of trying every 
possible code, combination, or password until you find the right one. This kind of attack may be performed to guess 
the password or user name.  To guess the password, the user sends several requests to the web server with the blank 
cookie field so that the login failure count is reset to zero (Kumar & Kamlesh, 2011). To guess the user, a number of 
usernames are sent with an arbitrary password. Usually, if the response from the server is longer, the chances to 
guess the user are higher. To prevent this, Moodle added a password policy system (starting from version 1.9) which 
may be set up from: Administration > Security > Site policies. This issue may be resolved also using a captcha 
system in the login page. 
Another security problem may occur when a session hijacking attack is used. Session hijacking is the act of 
taking control of a user session after successfully obtaining or generating an authentication session ID.  
Session hijacking involves an attacker using captured, brute forced or reverse-engineered session IDs to seize 
control of a legitimate user's Web application session while that session is still in progress. The session is handled in 
Moodle by using two cookies: MoodleSession and MoodleSessionTest which can be intercepted because Moodle 
uses only SSL tunnels on the login service and a few administration services. This way, the HTTP requests are done 
in plaintext which may be intercepted and decoded. Once he gets the cookie, an attacker can use this data in its own 
HTTP request to take control of the target user session. The only way to prevent this is to use SSL (Secure Soket 
Layer). The entire site should create SSL connections with its clients (for this the web server needs an SSL 
certificate). 
      Regarding the SQL injection attacks,  Moodle avoids the dangerous process of building SQL by concatenating 
strings. For example, instead of using: UPDATE mdl_user SET lastname = '$lastname' WHERE id = $id; 
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Moode uses the following sql statement: 
UPDATE mdl_user SET lastname = ? WHERE id = ?; 
and then it passes an array of values array($lastname, $id) to the database along with the SQL. 
Even if the buffer overruns do not affect PHP code (since PHP is a high-level language that automatically manages 
memory allocation), Moodle runs on a server which runs an operating system, a web server, a database and the PHP 
interpreter. All these are complex pieces of software, and security problems are often found with them. Thus, a 
Moodle server can be attacked, even if there are no security problems with Moodle. 
      Moodle had also some small problems in the past regarding the XSS attacks. In a previous version, the installer 
code is vulnerable to XSS, letting a hacker to inject JavaScript and steal cookies.  
The XSS can only be triggered if there's a not installed Moodle, so this can be considered low impact. Still it's 
possible to attack if an attacker knows from another person installing Moodle. The sample XSS code is: 
<form method="post" action="http://localhost/moodle/install.php"> 
<input type="hidden" name="stage" value="3"> 
<input type="text" name="dbname" value='"><script>alert(1)</script>'> 
<input type=submit> 
</form> 
This issue was fixed in the recent versions of Moodle and also some security enhacements were added like moving 
all the Java Script code in external files and communicate with it using $PAGE->requires->data_for_js or $PAGE-
>requires->js_function_call. Those two methods properly encode any PHP data to be passed to JavaScript using 
json_encode. 
4. Conclusions 
In this paper we described some security aspects of e-learning platforms and particularly, we analyzed the most 
important issues of a well-known open source learning system, Moodle.  Overall Moodle is constructed to be secure, 
but there are many factors to take into consideration: the physical web server security, the way Moodle is setup, the 
regular updates of the packages, etc. 
The development of the e-learning systems should be done using internationally recognized methods and safety 
standards. The system needs to implement security services such as authentication, encryption, access control, 
managing users and their permissions. The data transfer between the system and administrators or content operators 
should be done on encrypted SSL channels through the web administration interface. A secure learning platform 
should incorporate all the aspects of security and make most of the processes more transparent to the teacher and the 
student. 
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